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Bullying Resource — Stay Safe in Cyberspace
A role playing activity for late Key Stage 2/ Early Key Stage 3

Overview of the activity

This is an activity exploring many of the issues currently concerning young people and adults. The
activity shows how the virtual world of cyberspace interacts with the real world. One of the intentions
of the scenario is to make the participants understand that mobile phones, games machines and the
web are all part of the real world and not a secret place that they can use with no consequences.

The activity uses a fictional site called 'MyBo' to help your pupils think about some
of the problems that can arise, especially when it comes to keeping your personal information
(and pictures) private, and coping with online bullying.

The main feature of social networking sites — along with other sites such as YouTube — is that
the content is created almost exclusively by users. Bebo, Facebook etc allow users of all ages

to communicate with each other, write comments, kee
di splay photos and videos etc freely and without th
While this is a very powerful creative opportunity, it also has the potential for various

problems. The basis of the social net working site i

able to upload information about themselves, along with photos. These profiles can either be
public or private — if they are public, anyone on the Internet can see them, but if they are

private, only approved contacts can see t hem. Even
may in fact be strangers in the real world, as many Internet users — adults and children alike —
can count people as ‘“friends’ after sometimes a ver

take over ‘“buddy | i Shisactivityfwasowntterolly RuthrHargso nt act s .

Ruth Harris (formerly Dixon): Co-founder of e-ngage Development Ltd formerly

Advisory Services Manager at Childnet International, Ruth is an Internet Consultant
specialising in training in Internet skills, including using the Internet as a research tool,

ﬂ consultancy on policy and management of online content, presentation and training on
i online safety issues and solutions. Work has included: design and delivery of training

Ruth Dixon

courses at national level for UK law enforcement on The Role of Technology in Child
Protection Investigations, and Researching, Identifying and Tracing the Electronic Suspect; consultancy for
a national mobile operator on the provision of adult content.

As founding member and Deputy Chief Executive at the Internet Watch Foundation Ruth’s expertise has
international recognition, and her work currently involves the role of evaluating e-safety programmes and
projects in all 27 EU member states for the European Commission. From 1999 to 2001 Ruth was the first
president of INHOPE, the Internet Hotline Providers in Europe that has gone on to be the international
association of hotline providers. Education 1980 — 1984 Somerville College, Oxford (and Eberhard Karls

Universitdt Tiibingen) MA in Classics and Modern Languages, Class I.
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The Scenario

The main character in this activity is Ellie, a pupil from the fictional Huntingbridge School. Your pupils
will take the role of ABC (Anti Bullying Club) helpers. They should discuss each message and then
decide what Ellie should do to keep safe. They can then ask you questions (There are suggested
responses in the activity.) and make suggestions. By carrying out this activity your pupils are able to
explore the issues raised and begin to develop their own ideas about how to tackle some of the
problems they or their friends may encounter online.

This scenario like many others was designed to be run on the engagelive system. To see how the
scenario is used in that way go to http://media.engagelive.net/howto/engage.wmv

Comments from students & teachers when using the scenario on Engagelive.

Thank you so much for these three sessions, the feedback from the other 3 teachers was great and
the children loved it!! They all said they learned so much and enjoyed having someone replying to
their thoughts on e-safety like this.

Amanda Burrett i Year 6 Teacher - Wilbur y Primary School, Hertfordshire

| really enjoyed the ICT lesson today! | would like to do something similar to that again! | think it is

good to be able to hear what someone else thinks about your ideas and opinions. | think this site is

really good for help about bullying on the internet. It was fun too: it was probably the most fun ICT

lesson | ever had!!! | enjoyed about what happened with Kayleigh and Ellie and | could reply and

express my ideas. Thank you f or xtthewegerkebast I[ICTslson and
Year 8 Student i Henlow VC Middle School, Bedfordshire

Thanks so much for working with us this week. The kids were so excited to tell me about your

responsestothem-t hey coul dndt believe they were talking to

Collins Trott , 5" Grade ICT Teacher from Liberty Elementary School, Canton near Atlanta USA

Stay safe
" cl;%e-\f‘sm

Members of the Anti-Bullying Alliance ‘ Sponsored by E2BN
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The Activity

We suggest you split the class into groups of three.
Welcome:
During the activity you will take the role of ABC (Anti Bullying Club) helpers at the school -
these pupils are specially trained to help other children at the school to deal with all kinds of
bullying situations.
As you find out more about what happens to Ellie, you will be asked to think about what is
happening and what you would advise her to do. She is a keen user of a fictional site called
'‘MyBo' which is very similar to some of the sites you may be used to using.
Give your ideas and ask questions and together you can try to find the best solutions to Ellie's
difficulties.

Message 1:

Ellie is checking out her MyBo profile, and notices a new comment. It is from someone called
6kazzabd. It just says Ohey ycerlaszby eilss ,h esrt unpiicdk nsatnuep iadt

What would you advise Ellie to do about it?

A suggested response

You can delete comments that other people put on your site i often this is the best
thing to do rather than respond to them, but if it is part of a wider bullying scenario, or
contains very severe content such as racism or threats, you may want to report it to
the site administrator and in some cases even the
from the same person or a pattern develops keep the messages for evidence.

Message 2:

Ellie decides to check out who O6kazzabd i s, and cl i
recognises from her year at school - her real name is Kayleigh. The other girl has never been

nasty to Ellie at school, sos he deci des to write on Kazzads white
up? Whatés with the 6stupidbéd comment?? EIIlie xx©

The next morning at school, Ellie notices Kayleigh and her friends pointing at her and
laughing. She starts to feel a bit worried, and tells her friend Gemma.

Do you think she should tell anyone else?

A suggested response

Like all bullying, wherever it happens, it is always best to tell a teacher, parent or other
trusted adult rather than trying to cope with it alone.
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Message 3:

As soon as she gets home, Ellie logs on to MyBo. There are several nasty comments on her

profile from Kayleigh and three other girls, maki ng
stupid stupidbé remar k meant . Wheémlsofrbmihere checks t hem
school, the second is someone she doesnod6t know, and
canét see who it is. Ellie decides to get her own b
whiteboard and on the other girlés profile.

What do you think is likely to happen next?

A suggested response

This is only likely to escalate the situation, and also means that anyone logging on to
Kayl eigh6és MyBo can see ElIliebfs comment. In all situ.
complete stranger is contacting you, it is best not to respond at all.

Message 4:

Later that evening EIllie gets a text from Gemma, t el
are sever al photos of EIlIlie on it ,6 artwshewehttoshe recogni
over Christmas. She had been messing about, pulling stupid faces, and making rude

gestures, and thereb6s even one of her drinking. She

pictures, and to make it even worse there were horrible captions on them.

How do you think the pictures might have ended up on

A suggested response

Camera phones have made it really easy to take and share photos. Most of the time
this is completely harmless, but once pictures are uploaded to the Internet, there is no
way of getting them back i even if you delete individual instances, you have no way of
knowing who else may have saved that image and where it may be posted.

Message 5:

Ellie decides that she has had enough, and tackles Kayleigh and her friends at break time the

following morning. She tells Kayleigh to take the pictures and comments off i all Kayleigh

does is laugh at her and call her stupid, so Ellie loses her temper. She yells at the group of

girls, saying that they had better watch out cos she is going to get her own back. Gemma

manages to calm her down, and tries to persuade her to go to their head of year about it. But

Ellie is scared sheéll get into trouble because of w
If you were Ellie, would you agree to tell the teacher?

A suggested response

Sometimes children and young people are scared to tell a parent or teacher about

incidents like this because they are worried about the content of the photos. But
because it is so easy to spread or even change images once they are online, it is really
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important that any inappropriate pictures are intercepted as soon as possible.
Message 6:

That evening Ellie logs on again. On her white board is a comment from one of her friends
sayingideoobnvkazzabds site, they must have really wo
is a video of Ellie losing her temper at school that morning. One of the girls in the group must

have filmed it on her phone and then uploaded it. Already 16 people have viewed it and

made a number of comments, none of which are very nice about Ellie.Ellie gets really upset, but

when her mum comes in and asks what is wrong, she refuses to tell her.

Why do you think EIllie wono6t confide hevidéoBr mum? Wha

A suggested response

See message 5 above. It is really important that pupils of all ages understand the
possible consequences of taking pictures and videos of other people, and in particular
of then sharing these with their friends via their phones or the Internet. Apart from the
invasion of privacy this represents, they could even be putting the subject of those
images at risk from inappropriate or even dangerous contact.

Message 7:
A few minutes | ater, Ext j ebst mpbhbéel eoberdps.reétogni aet:
itdés been sent from. It just says 6Love the stupid v

no idea who sent it, or how they got her number.

How should Ellie respond to the text?

A suggested response

As in message 3 above, it is best not to respond to any unsolicited text, email or online
comment. A response simply confirms that the number, email address or website is
live and is being viewed, which may well lead to more of the same.

Message 8:

At registrationt he next morni ng, ElIliebs form tutor tells her
Mrs Johnson. Although Ellie is a bit worried, she is also relieved that at last she can talk to

someone about whatdés going on. rnBoutshesishnetroubls real |y sho
for putting nasty comments about the teachers on her MyBo site. When she protests that she

hasnét done anything of the kind, the head of year s

blog about teachers and other pupils, including her friend Gemma.

What do you think is going on?

A suggested response

Often Internet users i adults and children alike T are very careless about their
passwords. People will often use nicknames, pet or family names, or other words
which are easy to remember. The problem with this is that other people may well be
able to guess these passwords. So in this case Ellie is using her well-known
nickname, 6Crazyelsdéd, as a password.
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In some other cases a whole profile will be put up by someone pretending to be
another user i there is no offline verification of identity.

Message 9:

Ellie manages to convince the head of year that someone else is pretending to be her. From
everything else that has happened, Kayleigh seems to be the ringleader. Mrs Johnson helps
her report the problem to MyBo, and then, after Ellie has gone back to her lessons, calls in all
the girls involved to deal with the bullying.

Can you think of the three most important tips you can give your friends about how to stay
safe on MyBo and other social networking sites?

This is an opportunity for your pupils to identify the key themes in the activity and to
come up with some safety tips ¢ this could also be the focus of a follow-up lesson.




